
How We Learned to Stop Worrying
about Content and Love the Metadata

Thomas Gloe a

Matthias Kirchner b,a

Christian Riess c,a

a dence GmbH, Dresden, Germany
b University of Münster, Germany
c University of Erlangen-Nuremberg, Germany

20|11|2013 IFS-TC Image Forensics Challenge Special Session @ WIFS 2013 | Guangzhou, China



The Truth about the Challenge (all images taken from the dataset)

German officials received a sealed envelope …

...
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The Truth about the Challenge (all images taken from the dataset)

… from an unknown source, …

...
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The Truth about the Challenge (all images taken from the dataset)

… apparently flown in …

...
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The Truth about the Challenge (all images taken from the dataset)

… from Brazil …

...
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The Truth about the Challenge (all images taken from the dataset)

… to Germany.

...

b46123b02139d593c1f842bc46ddc634.png

slide 1



The Truth about the Challenge (all images taken from the dataset)

The envelope …

...
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The Truth about the Challenge (all images taken from the dataset)

… contained a CD …

...
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The Truth about the Challenge (all images taken from the dataset)

… with loads of digital images.

...
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The Truth about the Challenge (all images taken from the dataset)

A letter explained that Brazilian researchers …

...
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The Truth about the Challenge (all images taken from the dataset)

… were working …

...
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The Truth about the Challenge (all images taken from the dataset)

… on ways how to make the Seleção …

...
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The Truth about the Challenge (all images taken from the dataset)

… win the forthcoming soccer world cup in Brazil.

...
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The Truth about the Challenge (all images taken from the dataset)

They had developed complex techniques …

...
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The Truth about the Challenge (all images taken from the dataset)

… to defeat their German competitors …

...
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The Truth about the Challenge (all images taken from the dataset)

… with secret weapons.

...
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The Truth about the Challenge (all images taken from the dataset)

The Germans realized that it was time to react, …

...
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The Truth about the Challenge (all images taken from the dataset)

… and to find out whether this threat was real.

...
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The Truth about the Challenge (all images taken from the dataset)

They put lots of money onto the table.

...
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The Truth about the Challenge (all images taken from the dataset)

“Use all your compute power …

...
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The Truth about the Challenge (all images taken from the dataset)

…and time to analyze these images”, they said to us.

...
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The Truth about the Challenge (all images taken from the dataset)

We rather wanted to spend money and time differently.

...
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The Truth about the Challenge (all images taken from the dataset)

So we came up with a master plan.

...
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Metadata and File Format Forensics

..digital image.

content

.

metadata

...
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□ EXIF data
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PNG File Structure
□ PNG files are organized in chunks.
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Example Files

..

..chunk ..description ..entry ..image #1

..IHDR .. image header ..width ..1024

.. .. ..height ..768

.. .. ..bit depth ..8

.. .. ..color type ..2

.. .. ..compression method ..0

.. .. ..filter method ..0

.. .. .. interlace method ..0

..gAMA .. image gamma .. ..2.2

..sRGB ..standard RGB color space .. ..perceptual

..cHRM ..primary chromaticities ..white point x ..0.31270

.. .. ..white point y ..0.32900

.. .. ..red x ..0.64000

.. .. ..red y ..0.33000

.. .. ..green x ..0.30000

.. .. ..green y ..0.60000

.. .. ..blue x ..0.15000

.. .. ..blue y ..0.06000

..bKGD ..background color .. ..255 255 255

..pHYS ..physical pixel dimensions ..pixels per unit x ..7086

.. .. ..pixels per unit y ..7086

.. .. ..unit specifier ..meter

..IDAT .. image data .. ..

..tEXt ..textual information ..date:create ..2013-05-01T17:07:36-03:00

..tEXt ..textual information ..date:modify ..2013-04-16T15:42:00-03:00

..tEXt ..textual information ..jpeg:colorspace ..2

..tEXt ..textual information ..jpeg:sampling-factor ..1x1,1x1,1x1

..IEND .. image trailer .. ..

slide 4



Example Files

..

..chunk ..description ..entry ..image #1 ..image #2

..IHDR .. image header ..width ..1024 ..1024

.. .. ..height ..768 ..645

.. .. ..bit depth ..8 ..8

.. .. ..color type ..2 ..6

.. .. ..compression method ..0 ..0

.. .. ..filter method ..0 ..0

.. .. .. interlace method ..0 ..0

..gAMA .. image gamma .. ..2.2 ..2.2

..sRGB ..standard RGB color space .. ..perceptual ..perceptual

..cHRM ..primary chromaticities ..white point x ..0.31270 ..0.31269

.. .. ..white point y ..0.32900 ..0.32899

.. .. ..red x ..0.64000 ..0.63999

.. .. ..red y ..0.33000 ..0.33000

.. .. ..green x ..0.30000 ..0.21000

.. .. ..green y ..0.60000 ..0.71000

.. .. ..blue x ..0.15000 ..0.14999

.. .. ..blue y ..0.06000 ..0.59999

..bKGD ..background color .. ..255 255 255 ..255 255 255

..pHYS ..physical pixel dimensions ..pixels per unit x ..7086 ..9449

.. .. ..pixels per unit y ..7086 ..9449

.. .. ..unit specifier ..meter ..meter

..IDAT .. image data .. .. ..

..tEXt ..textual information ..date:create ..2013-05-01T17:07:36-03:00 ..2013-05-01T17:07:36-03:00

..tEXt ..textual information ..date:modify ..2013-04-16T15:42:00-03:00 ..2013-04-16T16:29:15-03:00

..tEXt ..textual information ..jpeg:colorspace ..2 ..NA

..tEXt ..textual information ..jpeg:sampling-factor ..1x1,1x1,1x1 ..NA

..IEND .. image trailer .. .. ..
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Example Files
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..chunk ..description ..entry ..image #1 ..image #2
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.. .. ..height ..768 ..645
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Example Files

..

..chunk ..description ..entry ..image #1 ..image #2

..IHDR .. image header ..width ..1024 ..1024

.. .. ..height ..768 ..645

.. .. ..bit depth ..8 ..8

.. .. ..color type ..2 ..6

.. .. ..compression method ..0 ..0

.. .. ..filter method ..0 ..0

.. .. .. interlace method ..0 ..0

..gAMA .. image gamma .. ..2.2 ..2.2
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.. .. ..pixels per unit y ..7086 ..9449
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Color Type

□ IHDR Color Type 2: RGB

□ IHDR Color Type 6: RGB with alpha channel

....
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Color Type

□ IHDR Color Type 2: RGB
□ IHDR Color Type 6: RGB with alpha channel

....
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JPEG Sampling Factor

.

.

... ..
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.
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1×1
1×1
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2×2
1×1
1×1
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620

. 6.

4513

.
574

.

test data

.

□ four instances of JPEG sampling
factor chunks in the training set

□ same instances in the test set
□ Hypothesis: All images in the test

set with the ‘jpeg:sampling-factor’
field set to ‘1x1,1x1,1x1’ or missing
are manipulated.

.

▷ missing
▷ 1×1, 1×1, 1×1
▷ 2×1, 1×1, 1×1
▷ 2×2, 1×1, 1×1

.
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.
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subsampling
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Visual Cross-Checking

...
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Result

..
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Summary

□ Metadata—if present—is a forensically relevant part of a digital image file,
independent of the file format.

□ Different software tools yield different selections and sequences of PNG chunks.
□ Database was most likely generated with ImageMagick’s convert.

□ Option -strip suppresses all ancillary PNG chunks.

.. Thank You!
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